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Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) FROM 
THE MAILING DATE OF THIS COMMUNICATION. 

- Extensions of time may be available under the provisions of 37 CFR 1 .136(a), In no event, however, may a reply be timely filed 
after S(X (6) MONTHS from the mailing date of this communication. 

- If the period for reply specified above is less than thirty (30) days, a reply within the statutory minimum of thirty (30) days will be considered timely. 

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication. 

- Failure to repty within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133). 
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any 
earned patent term adjustment. See 37 CFR 1.704(b). 

Status 

1)D Responsive to communication(s) filed on . 

2a)D This action is FINAL. 2b)H This action is non-final. 

^^3)0-Sinee-this-applicationis^ 

closed in accordance with the practice under Ex parte Quayle, 1935 CD: 11, 453 O.G/213. 

i 

Disposition of Claims 

4) M Claim(s) 1-11 is/are pending in the application. 

4a) Of the above claim(s) is/are withdrawn from consideration. 

5) D Claim(s) is/are allowed. 

6) M Claim(s) 1-11 is/are rejected. 

7) D Claim(s) is/are objected to. 

8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 

9) M The specification is objected to by the Examiner. 

10) 13 The drawing(s) filed on 13 July 2001 is/are: a)(3 accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 
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DETAILED ACTION 
Specification 

1 . The disclosure is objected to because it contains an embedded hyperlink and/or 
other form of browser-executable code. Applicant is required to delete the embedded 
hyperlink and/or other form of browser-executable code. See MPEP §608.01 . 



Claim Rejections - 35 USC § 103 

2. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-11 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Isnardi (U.S. Patent No. 6,687,384) in view of Thompson. Jr. et al. (U.S. Patent No. 
5,978,483). 

Regarding claim 1 . Isnardi teaches a method for access control of a standard 
compliant multimedia bitstream comprising: 

• Selectively extracting codewords from the bitstream (col. 7, lines 31-67 and fig. 

4); 

• Encrypting the extracted codewords (col. 8, lines 1-15 and fig. 5); and 
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• Mapping the encrypted codewords back into the bitstream (col. 8, lines 16-67 
and fig. 6), 

• Wherein the resulting encrypted bitstream is a secure bitstream accessible by 
users with a proper key (col. 9, lines 1-46 and fig. 7), and has a number of 
codewords equal to the number of codewords in the bitstream prior to encryption 
to maintain standard compliance (col. 4, lines 15-20). 

i 

Isnardi does not specifically teach encryption with the use of keys, but data 
hiding and watermarking instead. 

Thompson. Jr. et al. teaches encryption with keys (col. 3, line 53 through col. 4, 

line 2). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine encryption with keys, as taught bv Thompson. Jr. et al. . 
with the method of Isnardi . It would have been obvious for such modifications because 
Isnardi discusses using either encryption (for preventive purposes) or watermarking (for 
identifying purposes). Both methods are used for defensive purposes (see col. 1 , lines 
22-32 of Isnardi). Thompson, Jr. et al. further elaborates on the encryption method. 

Regarding claim 2 . the combination of Isnardi in view of Thompson. Jr. et al. 
teaches wherein the bitstream has an associated standard^ defined code table (see 
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Table III and Table V of Thompson, Jr. et al.), the codewords each have an assigned 
fixed length index and the step of encrypting comprises: concatenating the extracted 
codewords to form a codeword concatenation C; mapping the concatenated codewords 
to indices in the code table; concatenating the mapped indices to provide a binary bit 
string S; encrypting the binary bit string S with a chosen secure cipher to provide an 
encrypted binary bit string S 1 ; and mapping S 1 to codewords in the code table to form 
an encrypted codeword concatenation C 1 lsee fig. 2 and col. 3",Tne 53 through coL 4" 
line 2 and col. 5, line 54 through cell. 6, line 32 of Thompson, Jr. et al.). Isnardi teaches 
MPEG data, which is known to have codewords. Isnardi alone extracts portions of the 
codewords for data hiding. The combination with Thompson, Jr. et al. would encrypt the 
codewords. 

Regarding claim 3 . the combination of Isnardi in view of Thompson. Jr. et al. 
teaches wherein the bitstream has a syntax comprising multiple information fields, and 
the step of selectively extracting codewords comprises extracting variable length 
codewords from a particular information field (see col. 7, lines 36-49 of Isnardi). 

Regarding claim 4 . the combination of Isnardi in view of Thompson. Jr. et al. 
teaches wherein the bitstream is an MPEG-4 error resilient, data partitioned bitstream, 
and the step of selectively extracting codewords comprises extracting motion vector 
information from the bitstream (see col. 7, lines 36-49 of Isnardi). 
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Regarding claim 5 . the combination of Isnardi in view of Thompson, Jr. et al. 
teaches wherein the bitstream is an MPEG-4 video bitstream, and the step of selectively 
extracting codewords comprises extracting fixed length coded texture information (see 
col. 4, lines 3-4 of Isnardi, FLC is used in MPEG standards as discussed by Isnardi). 

Regarding claim 6 . Thompson. Jr. et al. teaches a compliance preserving 
encryption method for a concatenated sequence of variable length code (VLC) 
codewords, the method comprising: mapping each VLC codeword to a fixed length 
index in a code table to obtain a concatenation of fixed length indices; encrypting the 
concatenation of fixed length indices with a chosen cipher; and mapping the encrypted 
concatenation of indices to VLC codewords in the code table to obtain an encrypted 
concatenation of VLC codewords (fig. 2 and col. 3, line 53 through col. 4, line 2 and col. 
5, line 54 through col.. 6, line 32). 

Thompson. Jr. et al. does not teach wherein the number of codewords in the 
concatenated sequence remains unchanged before and after encryption such that 
syntax compliance is maintained. 

Isnardi teaches wherein the number of codewords in the concatenated sequence 
remains unchanged before and after encryption such that syntax compliance is 
maintained (col. 4, lines 15-20). 
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It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine the number of codewords in the concatenated 
sequence remains unchanged before and after encryption such that syntax compliance 
is maintained, as taught bv Isnardi . with the method of Thompson. Jr. et al. It would 
have been obvious for such modifications because maintaining the correct number of 
codewords after encryption provides a secure stream that is still MPEG compliant (see 
col. 4, lines 15-20 of Isnardi). This means a standard MPEG decoder can act upon the 
stream. Isnardi teaches MPEG data, which is known to have codewords. Isnardi alone 
extracts portions of the codewords for data hiding. The combination with Thompson, Jr. 
et al. would encrypt the codewords. 

Regarding claim 7 . Isnardi teaches a system for access control of a standardized 
multimedia partitioned bitstream comprising: 

• An encoder capable of scrambling header information in the partitioned bitstream 
and remapping the scrambled information into a standard compliant header 
partition resulting in an encrypted bitstream (col. 8, lines 1-67 and fig. 5/6); and 

• A decoder having a decryption key capable of recovering proper header 
information (col. 9, lines 1-46 and fig. 7), 

• Wherein the bitstream can be transmitted over an error prone channel and 
recovered for correct interpretation by an authorized end user (col. 4, lines 1 5- 
20). 
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Isnardi does not specifically teach scrambling with the use of keys, but data 
hiding instead. 

Thompson, Jr. et a\. teaches scrambling with keys (col. 3, line 53 through col. 4, 

line 2). 

It would have been obvious to one of ordinary skill in the art, at the time the ~ 
! invention was made, to combine scrambling with keys, as taught bv Thompson. Jr. et 
aL, with the method of Isnardi . It would have been obvious for such modifications 
because Isnardi discusses using either encryption (for preventive purposes) or 
watermarking (for identifying purposes). Both methods are used for defensive purposes 
(see col. 1 , lines 22-32 of Isnardi). Thompson, Jr. et al. further elaborates on the 
encryption method. 

Regarding claim 8 . Isnardi teaches a method for access control of a multimedia 
bitstream, the method comprising steps of: 

• Accessing a portion of the bitstream to extract selective information (col. 7, lines 
31-67 and fig. 4); 

• Scrambling the extracted selective information to provide encrypted codewords 
(col. 8, lines 1-15 and fig. 5); and 

• Mapping the encrypted codewords back into the portion of the bitstream (col. 8, 
lines 16-67 and fig. 6), 



Application/Control Number: 09/905,305 Page 8 

Art Unit: 2136 

• Wherein the resulting bitstream is a secure bitstream accessible by users with a 
proper key (col. 9, lines 1-46 and fig. 7). 

Isnardi does not specifically teach scrambling with the use of a key, but data 
hiding instead. 

Thompson . Jr. et al. teaches scrambling with the use of a key (col. 3, line 53 

i 

through col. 4, line 2). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine scrambling with the use of a key, as taught by 
Thompson. Jr. et al. . with the method of Isnardi . It would have been obvious for such 
modifications because Isnardi discusses using either encryption (for preventive 
purposes) or watermarking (for identifying purposes). Both methods are used for 
defensive purposes (see col. 1 , lines 22-32 of Isnardi). Thompson, Jr. et al. further 
elaborates on the encryption method. 

Regarding claim 9 . the combination of Isnardi in view of Thompson. Jr. et al. 
teaches wherein the bitstream is a standardized data partitioned bitstream, and wherein 
the step of accessing comprises accessing a header portion of the bitstream having 
coding type information and motion vector information (MV codewords), and extracting 
the MV codewords (see col. 7, lines 36-49 of Isnardi). 
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Regarding claim 10 . the combination of Isnardi in view of Thompson, Jr. et al. 
teaches wherein the scrambling step comprises: mapping the extracted MV codewords 
to indices of a standard MV code table for the bitstream; concatenating the mapped 
indices to provide a binary bit string S; encrypting the binary bit string S to provide an 
encrypted binary bit string S'; dividing the encrypted binary bit string S' into equal length 
- segments; using the equal length codewords to index the standard MV code tableTo 
construct a sequence of new MV codewords; and entropy encoding the new MV 
codewords (see fig. 2 and col. 3, line 53 through col. 4, line 2 and col. 5, line 54 through 
col. 6, line 32 of Thompson, Jr. et al.). Isnardi teaches MPEG data, which is known to 
have Motion Vector codewords. Isnardi alone extracts portions of the codewords for 
data hiding. The combination with Thompson, Jr. et al. would encrypt the codewords. 

Regarding claim 11 . the combination of Isnardi in view of Thompson. Jr. et al. 
teaches wherein the bitstream is an MPEG-4 video bitstream and wherein the extracted 
selective information is fixed length code (FLC) texture information (see col. 4, lines 3-4 
of Isnardi, FLC is used in MPEG standards as discussed by Isnardi). 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Brandon Hoffman whose telephone number is 571-272- 
3863. The examiner can normally be reached on M-F 8:30 - 5:00. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz Sheikh can be reached on 571-272-3795. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only." 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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